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Information Security Standards
And
CYBERSECURITY STANDARDS
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a  ISO/IEC 27001

a  ISO/IEC 27002

g NIST CYBERSECURITY FRAMEWORK

d  CIS CONTROLS

g OWASP
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a  ISO/IEC 27001 Information security, cybersecurity and privacy protection — Information security

management systems — Requirements
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Information security controls reference Annex A O
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* 5.2 Policy
* Top management shall establish an information security policy that:
* a) is appropriate to the purpose of the organization;

* b) includes information security objectives (see 6.2) or provides the framework for setting
information security objectives;

* ¢) includes a commitment to satisfy applicable requirements related to information
security;

* d) includes a commitment to continual improvement of the information security
management system.

* The information security policy shall:
* e) be available as documented information;
* f) be communicated within the organization;

* g) be available to interested parties, as appropriate.
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ISO/IEC27002

Information security, cybersecurity and privacy protection — Information security

controls
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ISO/IEC27002

5- Organizational controls

5.1 Control

Information security policy and topic-specific policies shall be
defined, approved by management, published, communicated to and
acknowledged by relevant personnel and relevant interested parties,
and reviewed at planned intervals and if significant changes occur.
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NIST - CYBER SECURITY FRAMEWORK
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NIST Cyber Security Framework
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OWASP Top 10 - 2021
AO01:2021

Broken Access Control

AO2:20221 Cryptographic Failures

INnjection

AO03S:2021
AO4:2021

Insecure Design

AO05:2021

Security Misconfiguration

AO0G6:2021

Vulnerable and Outdated Components

iIdentification and Authentication Failures

AO7:2021
AO08:2021

Software and Data Integrity Failures

AO09S:2021

Security Logging and Monitoring Failures

AO010:2021

Server-Side Request Forgery
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